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Section 3.0 Retention

The Privacy Act requires an agency to address the retention and disposal of information about
individuals. This retention information is published in the Privacy Act System of Record Notice
(SORN).

The retention periods of data/records that FHFA manages are contained in either the National
Archives and Records Administration (NARA) General Records Schedule (GRS) or FHFA’s
Records Schedule. For the data being created/ maintained in the system, the records schedules are
the authoritative sources for this information. For assistance, contact FHFA’s Records Management
Office.

Disposing of the data at the end of the retention period is the last state of life-cycle management.
Records subject to the Privacy Act have special disposal procedures (e.g. shredding of paper
documents).

Section 4.0 Notice, Access, Redress and Correction

The Privacy Act requires that "each agency that maintains a system of records shall maintain in its
records only such information about an individual as is relevant and necessary to accomplish a
purpose of the agency required to be accomplished by statute or by executive order of the
President.” 5 U.S.C. 552a(e)(1).

Data can be retrieved in a number of ways, but there is usually a personal identifier associated with
a record. If the system retrieves information by an individual’s name or other personal identifier
(e.g. social security number) it is a Privacy Act system and may need a SORN published in the
Federal Register. The system may already have a Privacy Act SORN. If you do not have a published
SORN, or are unsure whether one exists, contact the Privacy Act Officer. The Privacy Act requires
that any amendments to an existing system must also be addressed in a Federal Register notice.

If a name or other personal identifier is not used to retrieve information, it is possible that the
system is not a Privacy Act system. However, even though information may not fall under the
Privacy Act’s protection and requirements, certain information may still be protected from
disclosure under the Freedom of Information Act.

The agency has developed and published an agency specific Privacy Act Rule in the Federal
Register (12 CFR Part 1204) that explains how individuals can gain access to information about
themselves and correct errors, if appropriate.

Any employee who knowingly and willfully maintains a systems of records without meeting the
Privacy Act notice requirements (5 U.S.C. 552a(e)(4)) is guilty of a misdemeanor and may be fined
up to $5,000.

Section 5.0 Sharing and Disclosure

If it is unknown whether or not systems share data, contact either the business owner of the data, or
the IT specialist who knows what interfaces exist between the systems/applications. As an example,
if your system/application shares data with another system/application, ask yourself whether you
have access to the data in the interfaced system/application. If so, then your answer is yes and an
explanation is needed.

Also consider “other” users who may not be obvious as those listed, such as GAO or the Inspector
General. “Other” may also include database administrators or IT Security Officers. Also include
organizations listed in the Privacy Act system of records notice under the “Routine Use” section
when a Privacy Act system of records notice is required. The more comprehensive the list, the better
it is.

You must first review the SORN to determine whether any information that may come from an
existing SORN allows that information to be exchanged and used for these new purposes or uses.
There are restrictions on the use and disclosure of information that are set forth in a SORN.
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Section 6.0 Access and Security

Access to data by a user (i.e. employee or contractor personnel) within FHFA is determined on a
“need-to-know” basis. This means to authorized employees or contractor personnel who have a
need for the information to perform their duties may be granted access to the information. Factors to
consider in making this determination include the user’s job requirements including supervisory
responsibilities.

© Access is limited to FHLBank reporters and FHFA designated staff.

The criteria, procedures, controls and responsibilities regarding access must be documented in order
to comply with the intent of the Federal Information Security Management Act of 2002 for
standards and guidelines on security and privacy.

© An access form is completed by FHLBank employees and approved by designated
supervisors. FHFA access is requested via FHFA AccessControl or an FHFA Help
Desk request which is reviewed and approved by the system owner.

The system owner is responsible for ensuring that access to information and data is restricted to
authorized personnel. Usually, a user is only given access to certain information that is needed to
perform an official function. Care should be given to avoid “open systems” where all information
can be viewed by all users. System administrators may be afforded access to all of the data
depending upon the system and/or application. However, restrict access when users do not need to
have access to all the data.

© Authorized FHLBank users have submit authority for only their FHLBank.
Authorized FHFA employees have read access to the data. System Administrators
have appropriate permissions to administer the application.

When a contract provides for the operation of a system on behalf of FHFA, the Privacy Act
requirements must be applied to such a system. Contact the Contracting Officer or Contracting
Officer’s Technical Representative to determine whether the contract contains the Privacy Act
clause and the requirements thereunder.

o Not Applicable N

The IT Security Certificate’ and Accreditation (C&A) process requires a system security plan that
identifies the technical controls associated with identification and authentication of users. Certain
laws and regulations require monitoring of systems to ensure that only authorized users can access
the system for authorized reasons. In doing so, consider what controls are in place to ensure that
only those authorized to monitor the system can in fact monitor use of the system. For example,
business rules, internal instructions, and posting Privacy Warming Notices address access controls
and violations for unauthorized monitoring. System Owners are responsible for ensuring that no
unauthorized monitoring is occurring.

The IT Security Plan describes the practice of applying logical access controls. Logical access
controls are system-based means by which the ability to access a system is either explicitly enabled
or restricted. System Owners are responsible for ensuring that no unauthorized access is occurring.

o AuditCentral is used to track all application access.

The IT Security Plan describes the practice of audit trails. An audit trail maintains a record of
system activity and user activity including invalid logon attempts, access to data and monitoring.
The C&A process requires a system security plan outlining the implementation of the technical
controls associated with identification and authentication.

o Refer to above

According to OMB Circulars A-123 and A-130, every system/application/process that uses data
must have controls in place to prevent the misuse of the data by those having access to the data. For
instance, in computerized systems the Security Information Record (SIR) is part of the Core Storage
Terminal Table. The SIR is the automated tool that identifies and authenticates an individual for the
system and is transparent to the user. Describe these processes in response to this question.
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o Users are required to complete and submit an access request which is processed by
the FHFA. Only approved and authorized users are permitted to access the
AHP/CICA System.

o User access is restricted to one’s own location. By example, authorized FHFA staff
can view all data but individual FHLBank staff can only upload their own District’s
data. All FHLBanks are permitted to download information from any FHLBank,
however, the project address information is removed.

o The AHP/CICA System resides on the agency’s General Support System and has all
the inherent security controls associated with this system, including strong password
controls, etc.

All employees, including contractors, have requirements for protecting information in Privacy Act
systems. Describe the controls in place, including any privacy and security awareness controls such
as training materials, to protect the information.

o Agency provided/required training
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